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NATIONAL SECURITY DECISION
DIRECTIVE NO. -

S

,
e
NATIONAL POLICY ON TELECOMMUNIC ONS/AUTOMATVD
INFORMATION SYSTEMS SE RITY

?
It is the respon31blllty of the Executive Branch to

B

properly safeguardvinformation which concerns the national
security and other vital interests of thé‘ﬁnited States,
including government~held information which bears oﬁ the
individnal rights or privacy of U.S. persans
Telecommunxcatxons and other 1nformat10n systens whxch handle

g

such 1nformat10n in electronlc form are 1nherent1y vulnetable to
-

1nt9rceptxon, unauthorlzed electronxc access, and related means
of technlcal exploxtatlon Assurxng thEIE securlty 1ntegz1ty is _:'

therefore a national resp nglblllty.

1. Objectives. To fulfill these responsibilities, 1

direct that the nation's capabilitiés for securing

telecommunication and aﬁtomated inEormatibnvsystems against

technical explOLtatlon threats be developed improved, and .

malntalned as necessary to-ﬂ !

a. Assure avallabllxty of an adequate technlcal

base within both government and 1ndustry.

b. Provide for reliable and continuing assessméht
of threats and vulnerabilities, | |

c. Support other existing'pplicy objectives for
naﬁional telecommunications and automated information resources.

d. Ensure effective uge of protection resources,

>
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2. Poiicy Elements-‘ﬁNational policy for the

protection of teleoommunlcatlons and automated information
systems shall encompass the following elements-

a. Systems whlch generate, store, process or
transmit i}assrrled lnformatlon in electrical form shall be
sec.sed agalnst exploltatxon
g >'?- Systems sxmxlarly handllng other government—
derlved 1nformatlon, the loss of which could adversely affect
the’ natlonal 1nterest or the rlghts of U. S persons, shall be
protected commensurate w1th the risk of exp101tat10n

{_c._ Systems wblch handle nonwgovernment lnfo:matlon

of sxmllar nature should be protected commensurate with the

rhreat of exploltatlon The Government shall take necessary

1. steps to ldentlfy suc h systems and 1nfornatlon and formulate

'strategles and measures for’ provxdlng orotectlon The private
w{\w - s e w ’«“r.f* . £3 - . .
sector shall be encouraged to undertake the aoollcation of such

measures 1!‘1 the natlonal lnterest

3.» Imolementatlon

_’ﬂrflﬁa‘“ A Sy:tems:Securlty steerlng Group 1s.hereby
.establlshed to essure e‘ooordlnated and effectlve ﬁi;i?ﬁiiw(
effort,ﬂand shall con51st of the following:

(1) The Assistant to the President for
~ National Security Affairs, or his representative. (Chairman)

(2) The Executive Agent for Communications

Security/Executive Agent of the Wational Communications System:

(NCS) .

4
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(3) fThe.biteetorIOE Central Intelligetee:t
(4): The Associate Director of ihe Office of I
Management and Budget‘(OMB) for National Security and ¥
International Affairs. ' | ' s

¥

b. The Dlrector, Natlonal Securlty Agency (NSA)

o : |

shall act as Executlve Secretary to the Steering ‘Group and shall %
. RN 08 R il

be entltled to attend all meetings. "_ : o - i

~c. The Steering Group shall: i !

(1) Oversee the 1mplementat10n of .and p:OVLGe"
guidance to the National,Telecqmmunications’and'Informat;on
SystemS‘Security Committee-with respect to the objectives and

~policy elenents stated herein.

. (2} ustabllsh broad -natienal objevtlves and

priorities as may be requlred to implement thlS Dlrectxve.

(3) Review and aoprove consolidated resources

programn and budget proposals, and other matters referred to_lt

by the Executlve Agent 1n fulflllment oﬁ respanelhllltles

_outllned 1n subparagraph (4), below."

T ) Annually rev1ew, evaluate, and ieﬁivgf
me thebsecurlty status of national telecommunlcations ahéé?
) automated information systems with respect to established
objectives and priorities. |

(5) Interact with the Steering Group on

National Security Telecommunlcatlons and, through that Group,
with the National Security Telecommunications Advisory Commlttﬂe
(NSTAC), to ensure that the objectives and policy elements of

>
- . 3 " \
+his Directive are addressed.

3
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'(6)_-De519nate the Chairman of the National
Telecommunlcatlons and Information Systems Security Committee.

(7) Recommend for Presidential approval
additions or revisions to this Directive as national interests

reguire,

4. The'National Telecommunications and Informetion-

Systems Securlty,Commlttee

”a, The Natlonal Telecommunlcatlons and Informatlun

Systems Secutlty Commlttee (NTISSC) lS hereby establlshed and
will operate under the dlrectlcn of the Systems Securlty
_Steerlng G:oup to con51der technlcal matters and develop
operatlng leLCleS as- necessary to 1mplement the prov1sans of
this Directive, Tﬁe' m?;:}ee shall be composed of a
representative of each’oﬁ the followxng- b
s _ThaUSecretary of State

Thefgeéretary'of The Treésury
Sec

The' rotaty of Energy*

mni:;TH‘iS c:eMary'of Transportatxon .

e sThenAttorney General

The_Secretary of Commerce

The'birectdr, Office of Managehent and Budgel
The Chief of Staff, United States Army

The Chief of Naval Operations

The Chief of Staff, United.States Alr Force

The Chairman, Joint Chiefs of Staff

b
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trfhe Dlréctof, Central Intelllgence Agengy'w-Av
.,Ehe Dlrecto:p rederal Lmergency Management 
Agency
The Administrator, General Serviées
Administration
The Manager, National Communications
 System
The Director, National Sécufity Agency
b. The Commiﬁtee shall: |

'(l) Develop such specxflc operatlng pol;_;es,

objectlves, and prlorltles as may be requlred to 1mplement thx; )

Directive,

(2) Submlt to the Systemo SecurLLy Steerlﬁg

b

'uroup an annual evaluatlon of the status of national

tele ommun;catlons -and lnformatlon resources securxtyAw1th

resoect to established obJectlves and prlorltles.

(2) Admlnlster natters pertalnlng tc the

release of sensitive seCurlty 1nformat10n, tecbnlques, an

materlals to fo:elgn governments or lnternaylonal organlzation..7
| (4) Establish and maintain a natlonal xssuanva
'system for promulgating the operating policies, dlrectlves and |
guidance which may be issued pursuant to this Directive,
(5) Establish permanent and temporary
subcommittees as necessary to discharge its résponsibiliﬁies.

c. The Committee shall make recommendations to the

W
w

o R
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Steering Group on‘Committee<memberehip, and may esteblist
criteria and procedures for permanent observers.
Representatives of other departments or agencies affected by
specific matters under deliberation will attend upon invitatien

of the Chairman..

d. The Commlttee shall have a permanent

secretarlat composed of personnel of the National Securzty

AAAAAA

Agency. The secretarlat may be augmented as necesaary by :f ,_“?iﬂ

a2

oersonnel prov1ded by the Departments and Agencies represented

on the Board 1n response to the Chalrman S request .Thefiﬁ

"Natlonal Securlty Agency shall provxde facxlxtles ‘and supnort as.
'requlred L |

3. The Executive Agent of the Government for

Communications Security.

. The Secretarv of Defense is the Executive Agent of
the Gove:nment for Communications Jecuzlty. In this capacxty ne
shall serve an expaqded role to act w1th1n pollcles and

procedures establlshed by the Systems Secutlty Steerlng

and the Qresc to~

L a. Ensure the eevelopment in eonjunetlon ern T
éf; sC menber Departments and Agencxes, of olans to fulflll the
_objectlves of this Dlrectlve, including the formulation of
necessary seeurity architectures,

b. Fulfill requirements of the Federal

Government for technical security matepial and related services.

——

- 6
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cr' Provide or approve securiﬁy'standarasrand
doctrine.

d. Conduct or approve research and development
of security techniques and,equipﬁent.

e. Operate or coordinate the efforts of
Government technical centers related to telecommunications and

S

automated 1nformatlon systems securlty.

=

£. Develop and submit to the Steering Group
and the Congress a proposed National Telcommunlcatlons and =,
Informatlon Systems Securlty Program budget for each flscal

year. - ' '

‘f6._ The Directorl National Security Aqency;

[—

' The DLrector, Natlonal Securlty Agency 15

responsxble Eor execuang the foregoing re5pon51bllxt1es of thn

Secretary of Defense as mxecutlve.Agent. In fulfllllng these

—a—

reponsiblities he shall have authority to:

a.. Emolrlcally examine Eederal

telecommunxcatlons and assocxated electronlc lnformatxon"

handling systems and evaluate their vulnerablllty to hostlle

1nterceptlon and explOLtatlon Any such act1v1t1es, 1ncludlng
those involving monitoring of official telecommunlcatlons, Shanl_'
be condicted in strict compliance with the law and other

7 appllcable dlrectlves

b. Act as the single government focal p01nt

for all matters related to cryptography to include; conducting

| bﬁa«rm"""
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research and develdéﬁensg'pfescribiné or approving all
standards, techniques; Systehs and equipﬁents; and conducting
liaison with foreign goverﬁments, international organizations,
- and private institutioﬁs.
| c. Operate such industrial facilities as may
be requ1red to perform crltlcal functlons related to the

provision of cryptograohlc and other sensztlve security

Rk T

materlals or servxces -
| ,d‘” Operate a central technlcal center(s) to
assess and dlssemxnate Lnformatxon on hostlle threats toaﬁ_
natlonal telecommunxcatlons and 1n£ozmatlon systems securxty.
‘ é;e Opetate a central technlcal center(s) to
evaluate'the sec ur&;y of telecommunlcatAOns system comsutet
‘systemsiand data networks, and to conduct Or Sponsor research

and development of securlty technlques

f.l Prescrlbe the control systems and standards

for protectlng cryptographxc and other sensxtlve securxtyf

mater1a1 ‘ieehniqﬁe and inﬁornatlon

g.} Request from ‘the heads of Federal
departments and agencles such 1nformat10n as he may need to
\dlscha:ge responsibilities assigned herein.

_ 7. The Director of Central Intelligence.shall 1
indentify to the EESSC'and the Director, NSA, as appropriate,

any unique handling requirements associated with the protection

of sensitive compartmented intelligence.

>
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8. The Seéreta?y of Commerce, thr0ugh the Director,
National Bureau'of Sténdards; shall issue such standards for the
sécurity of telecommunications and other electronic information
resources as the Director, NSA may approve and authorize for
public releas; in accordance with authdrities assigned herein.

9. The‘DireCtor,_Office of Méhagemeht and‘Budget shall
review for con51stency with thls Dlrectlve, and anend as
approprlate, OMB Clrculars a- 7l (Transmlttal Memoranoum No l),,

OMB ercular A-76 as amended and other OMB policies and

:regulatlons whlch may'pertdln to the subject matter hereln.

10. The Hea&“ of Federal Denartments and Agenc1es o
shalls § '

‘a. Conform with any~pﬁlfciés¥Fstandards and”w'

- doctrines 1ssued by prcuer authorlty pursuant to this Dxrectlv

b. Prov1de to the Systens Securltv Steerlng G:oun,.
the N&SSC’ the Secretary Qf Defense as- Executlve Agent and th

Dlrector, Natlonal aecurlty Agency such:”nformatlon as th } may

requxre tO dxscharg_ 'espon51b;lxt1es assxgned hereln

11(‘ Nothxng'in thls Dlrectlve shall-

© o a. Alter the exlstlng authoxxtles of thn Dlrectok

of Central Intelllgence for the overall dlrectlon, coordlnatlou
e

[

and_superVLSLOn of 1ntelllgence matters, nor his responsibility
_ _

to act as Executive Agent of the Government for technical

security countermeasures (TSCM) against bugging, eavesdropping

——

and related forms of surveillance.
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b. Give the the N&SSC;‘tSe'Secretary of Defeose,
or the Director, National Security Agency authority to iﬁSpect
the personnel, facilities, or internal operations of other
departments and agenciee'wirhout their approval. This provision
does not constrain the authority of the Director, NSA to monitoz
telecommunications or the emissions of other electronic :

information systems consistent with paragraph 1l.a., above,

- €. Amend or contravene the provisions of other, , §-”

PR

exlstlng directives whlch may pertain to the flnanc1al
management of automated lnfornatlon resources or to the f
admlnlstratlve requlrements for safeguardlng such resources

against fraud abuse, and waste.

12' For the purposes of this Dlrectlve, the followzn}

termo shall have the meanings indicated.

a. ‘Telecommunications means the creation,

preparation, manioulation, transmission, communication_or;m;‘

related processrng of 1nformatxon by electrzcal

-electromagnetlc, electronechanlcal or ele"tro«ontloal m

" b, Autonatad Informatlon Sgstems means sgstems'-

which create, prepare, manipulate or process lnformetlon ln

electronic form for purposes other than telecommunication, and

~————

includes computers, word processing systems and associated

‘equipment,

¢. Telecommunications and Information Systems

Security means protection afforded to telecommunications,

o .

s 1 0

ESRRA FT

. Approved For Release 2007/11/01 : CIA-RDP87B01034R000700070043-5 e e




e bt BOBATRA L B e
, Approved For Release 2007/1 1/01 CIA RDP87BO1034R000700070043 5 =

.

automated information sfstems; and other electronic infdfﬁaﬁion
handling systems in order to prevent exploitation thrcugh'
interception, unauthorlzed electronlc access, or related
technical intelligence threats, and to ensure authent1c1ty.
Such protection results from the application of security N
measures (including C£yptosecurity, transmission security;ir

emlSSlon security, ‘and computer securlty) to systems whlch

generate, handle, Or process 1nformatxon of use to an adversarv,
and also ihcludes thSlcal protectlon of sensxtlve securlty
resources and materlals

13. PD/NSC 24 is hereby superseded

k4

t11
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’ i ROUTING AND RECORD SHEET

SUBJECT: (Optional)

National Policy on Telecommumnications/Automated Informatior Security

FROM EXTENSION NO.
25X1
DATE
5311 8 September 1983
T0: ffi desi ion, f
buildin(go) icer designation, room number, and DATE OFFICER'S COMMENTS (Number each comment to show from wh0125X1
INITIALS to whom. Draw a line across column after each comment.)
RECEIVED FORWARDED
i X SEP
DD/P&M 8 1983 (‘1\
DD/SEC | ‘?/ -
SER
pagg | /Y
~ BEP
D/SEC 9 Pos

Attachment C is the 27 August 83
4. NSA version which apparently was

' some years in the making. Attach-
ment A is a current NSA version of
5. the 27 August 83 version. Attach-
ment B is an 0SD/DoD revision of
the 27 August 83 version.

You now have all the versions.

You also have a copy of Attach-

5 ment A which has attached to it

the 7 Sept 83 draft comments of the
Director of Commmications to the
DCI. (The latter material was pro-
vided to you at the Thursday, 1100
hours staff meeting.)

ji
@

9. 25X1
10.
11,
12,
13. v
4

14.

WARNING NOTICE - INTELLIGENCE

SOURCES OR METHODS INVOLVED
15.

PR 610 s
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